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1I2ZCAT In
a nutshell

Never stop designing the digital
future



Vision

i2CAT wants to lead the challenge of
designing the digital society of the future
based on research and innovation in
advanced digital technologies.
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H2020 CARAMEL Project

1I2CAT strategic
R&D Initiatives



Motivation

Attack surfaces

A modern car is a data
center on wheels with a
multitude of attack
surfaces:

 Entertainment system
2 Internal buses

) Sensors

4 Cloud interfaces

- Interfaces to other
vehicles and the road-
side infrastructure
(V2X)




H2020 CARAMEL (2019-2022)

Artificial Intelligence based cyber security for connected and automated vehicles

Project goals

Automotive Security: Detection and mitigation of
threats against connected cars using ML techniques:
Pillar 1: Attacks on (semi-)autonomous driving
Pillar 2: Attacks on communication links and
systems (GPS spoofing, V2X attacks, OBU attacks)
Pillar 3: Attack on eCharging infrastructure
Pillar 4. Korean partner contributions

Demonstrators: Detection of defaced traffic signs, - 15 academic and commercial partners across Europe
attacks on V2X communication, GPS spoofing, attack . Affiliation with Korean partner project (funded by KR)
on eCharging grid - . Project runtime: 33 month, 10/2019 - 06/2022
Anti-hacking device: Highly secure on-board intrusion . Horizon 2020 project 70 % funded by EU (100 % for

detection system with ML capabilities
Integration with backend systems (Automotive SOC)

academic partners)




CARAMEL Project




CARAMEL Project at #1I0TSWC22

CARAMEL - Artificial Intelligence based cybersecurity for connected and automated vehicles


http://drive.google.com/file/d/1buIIsbPx2OQSv76lJmHPZ-zpLeeFnWKl/view

Pillar 2 Achievement 1: Radio Interoperat




CARAMEL In action

CARAMEL CHANNEL



https://www.youtube.com/channel/UCX9JMlToA5U1CRWwNMnwTYQ
https://www.youtube.com/channel/UCX9JMlToA5U1CRWwNMnwTYQ

Bonus slide: Caramel Project Book



https://nowpublishers.com/article/BookDetails/9781638280606

02/ Lessons learned
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Lessons learned as Coordinator

PROS

Networking and visibility

Direct Connection to European officers
Technological synergies and extra opportunities
External activities with other consortiums

EAB and SAB coordination

e And extra bonus points like

Dissemination of the organisation
New international contacts

New contacts for Letters of Support
EAB and SAB active participation
Near Future Individual agreements
Near Future Projects participation
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CARAMEL - Artificial Intelligence based cybersecurity for connected and automated vehicles



04/ The game of building consortiums



I2CAT Cybersecurity Area - Vision
T

Target real world problems and generate knowledge and
assets for societal cyber growth and awareness.
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https://www.ecs-org.eu/activities
https://www.renic.es/en
https://dca.cat/ca/dca-ciberseguretat/
https://www.renic.es/en

Research & Innovation Topics



' chain Area
Members in Cyber Security and Block
Team Mem

Team Members,

PhD Holders
Memberg Dedicated to
Innovation and Transfer,
PhD Candidates
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05/ Q&A

« Space for discussion
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