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Moderador
Notas de la presentación
The goal of this presentation is to demystisfy some of the common ideas about choosing a software partner for nowaday applications.
We will discuss the main challenges you might face and look at what are the real point to digg in order to setup the right cooperation.


CHOSING YOUR SOFTWARE PARTNER SO'W"'
IS LIKE PLAYING LOTTERY!
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This is probably how you feel when you have spoken to several software partners : they all seem the same!!!

Software quality is hard to touch …so the the question are :  How to make the decision process a reliable process? How to de-risk your decision?



THE REALITY: PUSH YOUR LUCK!

HOW STEFAN MANDEL GAMED THE LOTTERY 14 TIMES

Let's assume a lottery required Mandel to pick 6 numbers between 1 and 40
Here's what he'd do:

d
n Calculate the number of total possible T -
combinations using a simple factorial formula: Australian Lottery
401 N EEEEEEEEER
———— = 3,838,380 total combinations A b el
61 (40 - 6)! ie ko _
M2 EaNENE
al AR ERNEN
Identify lotteries where the jackpot is at least 3x "slhanaaanaa
the number of combinations (let's say $10,000,000) glasasnsesah

Raise money to pay for every single combination
($3,838,380, at $1 per ticket)

Use an algorithm and computers to printout —
millions of tickets with every combination

Deliver the tickets (and pay for them) at
hundreds of authonzed lotto dealers

PROFIT

(after taxes, and paying investors)

s« HUSTLE

Mandel's system was simple — but incredible complex from a logistical standpoint (The Hustle)
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Luck is systematic

--------------------

upartdf THE SURPRISING
ROLE of CHANCE in Our

EYERYDAY LIVES

GARY
SMITHZ

AUTHOR OF STANDARD DEVIATIONS
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This guy is a romanian economist-mathematician that did win 14 Times at lottery , not only thanks to mathematics but rather thanks to his entrepreneurial and organisational skills!

Instead of predicting winning numbers, he just put in place a system where he bought as many as possible combinaisons!

His last win was in Virginia:
He found 2500 investors at 3k$. Wait for a big lottery  (27M$) Printed 7,1 Million ticket at 1$. Spend 60K$ in shipping the tickets to US. 72h to buy all 7.1M tickets with a team of  35 couriers team in 125 store with 6x10k$ cashier’s checks

They managed to buy only 5,5M tickets but won 30M$...BUT still he was lucky. His „software algorythm” was not reliable and it could had finish another way!


A problem has been detect and Windows has been shut down to prevent damage
to your computer.

DRIVER_IRQL_NOT_LESS_THAN_OR_EQUAL_TO

If this is the first time you’ve seen this Stop error screen,
restart your computer. If this screen appears again, follow these steps:

Check to make sure any new hardware or software i=s properly installed.
If this is a new installation, ask your hardware or software manufacturer
for any Windows updates you might need.

If problems continue, disable or remove any newly installed hardware
or =oftware. Disable BIOS memory options such as caching or shadowing.
If you need to use Safe Mode to remove or disable components, restar
your computer, press F8 to select Advanced Startup options, and then
select 3afe Mode.

Technical information:

*xx STOP: Ox000000D1 (QxQ00000000, OxQO000000)
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This is the way it could have finished!

It bring us to MYTH 2: one of The biggest myth in software is that sofware is not reliable . We are HISTORICALLY used to live with poor quality software

It started with the clients of Windows who have discovered that they were also ‚employed’ by Microsoft as Testers!!!!!

And the story has continued all the way long till nowadays, except that…


THE SOFTWARE REALITY...
HUMAN LIFES DEPEND ON SOFTWARE QUALITY
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…Software has taken a bigger and bigger place in human life to become today the one who is guaranteing our security : automotive, plane landing, tetra network… but also impacting the quality of our life in everyday applications.

Therefore high quality software exists and is more and more needed.

The nowadays applications are involving more and more Machine Learning, Big data, computer vision and other technologies that are forcing us to change the way software was provided till now.
We can not accept blue screen anymore!  
This is highly impacting the way we do software and more even the way we test software!


High quality software need to become mainstream. New compentencies are required and often it is required to find them outside of your company because it is highly specialised subjects.
Let’s discuss how to achieve it.
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BEST QUALITY

I S
MADE IN GERMANY

L


Moderador
Notas de la presentación


This is a hoax picture that is famous on internet with a chinese car having an accident with a German bicycle. We all have some all-ready made ideas about  quality. 

Germany has earned a good reputation about quality and I am not challenging this idea.

Anyway the reputation is not enough to base your decision on…


THE SOFTWARE REALITY... |

Poland currently ranks 5th globally in a
ranking published by Topcoder—a
crowdsourcing platform which consists of
more than one million of the world’s top
developers, designers, algorithmists and data
scientists—is another demonstration of the
country’sacknowledged leadership in the IT
sector.

The Polish outsourcing industry has been
growing in the past over 20 years at an annual
growth of 20%

Poland has been placed in Ernst & Young’s
2016 ranking 1st most attractive European
destinationin terms of outsourcing software
development in Europe.

MADE IN POLAND

Solw’[i

Which Country Has the Best Developers?

1 China 100.0 26 MNetherands 78.9
2 Russia 9e.9 27 Chile 78.4
3 Foland %8.0 28 United States 78.0
4 Switrerand 97.9 29  United Kingdom 7.7
3 Hungary 93.9 30 Turkey 7715
& Japan %21 31 India 76.0
7 Taiwan 9.2 32 lIreland 75.9
B France 1.2 33 Mexico 75.7
? Czech Republic 20.7 34 Denmark 75.4
10 htaly 90.2 35 lsrael 74.8
11 Ukraine 88.7 36 Norway 74,6
12 Bulgaria 87.2 37 Porugal 742
13 Singapore a7 38 Brazl 734
14 Germany 84.3 37 Argentina 721
15 Finland B4.3 40 Indonesia .8
16 Belgium B4t 41 Mew Fealand T1.6
17 Hong Kong 8.6 42 Egypt 69.3
18  Spain 834 43 South Africa 68.3
19 Australia Ba.2 44 Bangladesh &7 .8
20 Romania B81.9 45 Colombia 56.0
21 Canada 81.7 46 Philippines 43.8
22 South Korea 81.7 47 Malaysia &51.8
23 Vietnam 1.1 48 MNigeria 61.3
24  Greece 80.8 4%  5ri Lanka &60.4
25 Sweden 5.9 50 Pakistan 57.4

ﬂ] HackerRank
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A big part of what is produced in Germany is in fact designed abroad and when it comes to software,  particularly in Poland which is their main partner. Why?

For years, Poland has specialised in IT and Software development. Polish software industry has managed to become a leader in that field thanks to their partnership with German industry which was asking for high requirements in term of quality.

BUT what is the Polish secret sauce?


HOW ARE THE POLES DOING

Your counlry’ siregien's reaull

Poland

#11
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Hetherlands is #1/80

1. South Korea

Netherlands

3. Singapore »

Summary Fallewed by
Proficency Migh profickency 02 Swadem 07 Lucembaurg
EF EF| scare 4207 03 Menmmnark OB Sauath Adrica
#F in Eurepe 04 Howwary 0% Germany

5 Singepora 10 ustria

D& Finlend

Languagel cultural closeness

Stability/lconfidentiality (EU laws).

2. Japan ¥
#1 .

4. Hong Kong

5. Finland »

6. The United Kingdom
7. Canada »

8. The Netherlands »

9. Ireland »

10. Poland =

The full list of the top 40 educational systems in the world:

Education

Cost of living in

: IS
44% cheaper than in
3erlin (Germany)

Cost

Quality
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Here are some figures for Poland, all data are freely availaible so you can find out the same type of data for other countries you want to partner with.


These parameters are the minmal ones that make the business case fly …not only on paper but also during the full time of the project


THE ,,GENIUS IN THE GARAGE”" Solw’ =

It
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So, we have seen that there is countries where you have better Chance to find a good software engineer, and a better Chance to have a smooth project … is it enough?

Software companies will always send you their best engineer at the meeting, send you their best CVs.


How do you make sure that you will have the results you expected and that the ‚genius’ will not fly away during the project?


THE REALITY OF SUCESSFUL PROJECT Solw’
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CRITICAL SIZE LOW ATTRITION RATE WORKORGANISATION TESTING

SAFe’
SLEI\ECA g B E ST égt??\i:ter
s 2018

DOCUMENTATION DOCUMENTATION
DOCUMENTATION
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The answer is forget about „The Genius”!!!!!     HE IS NOT SUSTAINABLE!

Your software partner should be able to bring you a framework that is ensure a constant quality what ever happen in the kitchen.

He should be able to avoid „The genius is gone” situation by having a POOL of genius, to RETAIN them, to be able to SWAP them, to verify their work…even Genius do mistakes


Ariane -5
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Even companies that employ a lot of ‚Genius’ are not immune to errors 

For example the European Space Agency did sucessfully launch hundred of space rocket with 4 models of Ariane.

On June 4, 1996, Ariane 5, for its first launch, broke out shortly after takeoff:�The rocket suddenly turned 90 degrees and its jet engines detached. This triggered the self-destruct mechanism��what was the problem:�The conversion of double → int16  created a too high value  and caused overflow�It was part of the code responsible for determining the position of the rocket in space.�The rocket contained two identical modules with the same error�The variable that caused the accident was not needed at all . The code was copied from Ariane 4�There was no simulation tests of this module��Mistakes are unavoidable, an appropriate process is needed so that they do not get into the final product
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THE SOUP REALITY: DOCUMENTATION AND TESTING Solw’lil

SOUP: Software Of Unknown Provenance
NORMS:

CODE REUSE JI[EC 61508: General safety-critical
system
_— ettt e JJEC62304: Medical
iz SEESTe =R L1S026262: automotive

5 e A === Jece1513: Atomic Central
et I“‘ .EN 50128:Trainindustry
BN | | berini .DO-178C: Aeronautic industry
L L = - Py .NASA Safety Critical Guidelines

ettt e v SANITY CHECK:
S — / - RAM Test
\ .Non-volatile memory tests

. % Trmm—— CPU tests - registersand instructions
A =]
OLD PROJECT I E % Power tests

NEL PRgvRCT Sensor tests
Watchdog

HONEEYIRER. CaM
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„It does not require that any particular lifecycle model is used, but it does require that the plan include certain ACTIVITIES and have certain ATTRIBUTES.”
Some norms and workframe have been defined per industry
IEC 62304 (norma medyczna)
Sanity Check:
RAM Test 
Non-volatile memory tests�CPU tests - registers and instructions�Power tests�Sensor tests�Watchdog




D Stage | TWR(K) | Avlatm) | Time Stage | TWR (K) | Av(vac) | Time Stage | TWR(K) | Av(vac) | Time Stage | TWR(K) | Avlvac) | Time

1 2.10 219 m/s | 129s & 1.98 3155 m/s (1436 s 6 1.35 2523 m/s | 2:19.1s 8 == | ===
2.07 322 m/s - - 7 . -
2.04 380 m/s

Lol MY APPLICKTION 1S NOT ROCKET SCIENCE!

15.0s 5 S
|

|
@
Ovoltaic Panel A -
Rockomax Brand Decoupler
: Mass = 400 kg 3 x 120° LT-2 Landing Struf !
Ejection Force = 250 Mass = 100 kg |
i
1 - |
1 wn 1
i %=1 e |
i oS ~
m
T £
A 72 » |22 ! S
500500 0606066888 T e : )
: — Liquid Fuel = 1440 L
s - i
o Dxidizer = 1760 L =
o
o
i)
Rockomax ,,Poodle* Liquid Engine
Mass = 2 500 kg
6 x 60° Liquid Fuel Booster 3 x Rockomax X200-32 Fuel Tank Thrust = 220 000 N
: s Mass = 2 000 kg Isp {vac) =390 s
2-2-2 Asparagus Staging Liquid Fuel = 1640 L !
6 x NCS Adapter incl. Standard NC FSEERS A i B |
Mass = 400 kg -
7 £
18 x FL-T400 Liquid Fuel Tank 6 x 60° AV-R8 Winglet Mk16-XL Parachute .lg \
Mass = 250 kg Mass = 20 kg Mass = 300 kg
Liquid Fuel = 180 L A Drag '
Oxidizer = 220 L Fe il Deflection Range = 15° - Stowed = 0.22 !
(Vo T
—~ | Surface Area = 095 - Semi-Deployed = 1 |
6 x LV-T45 Liquid Fuel Engine m | - Deployed = 500
Mass = 1500 kg
Thrust = 200 000 N /
Isp latm) = 320 s Mk1-2 Command Pod
Mass = & 000 kg
6 x Hydraulic Detachment Manifold Required Crew = 3
Mass = 400 kg N
Ejection Force = 180 N K E R B A I_ X
r The Kerbal X is one of the most successful
‘ rockets that can be ordered from a catalog
‘ Rockomax ,,Mainsail* Liquid Engine Despite the original design having been meant
Mass = 6 000 kg for a plastic model, it's proved itself quite
Total Av (atm) = 5 404 m/s Inpuaiiilia0000CN dependable as a full-sized craft
Isp {atm) = 280 s
Total Av (vac) = 6 826 m/s 5 (Faie a0 %
Total Mass = 131390 kg The X is capable of achievingld@bit around
Part Count = 78 Kerbin, and even features a very optimistic set

e W s NSy i O of landing legs on ifs upper stage
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Some of you are going to tell me that they are not buiding Ariane 5. „My application is not rocket science!”

All these methods are costly and that they do not need to go that far! …AND THEY ARE RIGHT!!!

Anyway….









TRUTH: WHO CAN DO MORE CAN DO LESS SOIW'\%?':E
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A lot of  technologies started by being first developped for military or spacial application and then have moved to the more classical industries. Laser is one of them. Maybe less spectacular but meaningfull is SQLite


The list of software companies using SQLite is very long and full of famous name.
The reason of this success is that it was designed with very high quality

D. Richard Hipp designed SQLite in the spring of 2000 while working for General Dynamics on contract with the United States Navy.[12] Hipp was designing software used for a damage-control system aboard guided missile destroyers

Firm like Google was able to scale their product based on this technology because it was bullet-proof and well documented.


My advice therefore is that if you want quality software, what ever is the application field, try to find a partner that is used to design high constraint application. Companies who are using this kind of norms in their projects are also implementing these methodology in other project and ensure quality.



SECURITY 1S HARDWARE WITH &k SECURITY LAYER Solw’[ s

v Norton

Ty Symantec

ANTIVIRUS
=1

O

Free
Antivirus

; ] Hc;Afee' Yo a 2,
.;Intl\nrus . s Y & s e
7 = © e © ©
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In many film the hero (thief) is finding how to access the place without being detected by security thanks secret access not known by the building owner….





TRUTH: SECURITY BY DESIEN KT 6VERY SThEE OF THE ,
OEVELOPMENT Solw
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SGX Technical Summary

*Provides any application the ability to keep a secret
= Provide capability using new processor instructions
» Application can support multiple enclaves

Security at every stage of the development s

» Resists hardware attacks
. gﬁﬁent software access, induding privileged software and

. . . «Applications run within OS environment
Security should be implemented in every + Low learning curve for application developers
Softwa re module » Open to all developers

‘Resources managed by SW
+ HW components are supported in a driver or OS

(e

Softwareshould leverage the hardware that will Attack surface with Intel® SGX
be used (ie reducing attack perimeter by using
Intel SGX on Intel CPU)

Attack Surface ! 16

= 0
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SOFTWARE 1S Xk COMMOOITY Soiw’li}

17
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�what is a commodity? It is a good that has no individual differentiators … might have in the best case a quality level garanteed and that’s all. Price is then set-up on stock exchange  by the demand.

Let’s compare hour rate!
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TRUTH: SOFTWARE CAN NOT BECOME &k COMMODITY Solw’lD

Commodity Death Spiral

\_— Me-Too Products

o Lower Pricing
] . Lower Profits
e Budgeting
—— Reduce Costs
" Cut R&D, Marketing
" Less NPD Capability
| Fewer Options

~— Death or "Life Support”

The cost of a safety-critical project is 10x greater than in the case of a regular project

18
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Software development can not become a commodity because by definition software application is a customized software on the top of standardized operating systems. Each application has different requirements!

Software quality is impacting more and more the image of a company and when end-user start to get nervous with a product, the internet forum are spreading very fast a bad reputation.
It takes years to build a good reputation but days to put it down to the floor.��Plan, document and verify�Think about possible mistakes early�Look at the system as a whole�Use proven practices

This is what you have to check before choosing your Software Partner!


Questions?

JM‘LULC Mou.prtve- SOLWIT SA'
Busiess Development Ma»a:je-r ul. Koplaleonh
Po-2.88 GdaNsk, Poland
Jean-luc . momprive(@solnit.com tel: +42 52 770 3¢ 92
Tel. +48579 873930 sebwit (@solwit.com

wiww.solwit.com

LET’S SOLVE W
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