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C‘ Raising cybersecurity awareness in healthcare

Fundacid Privada Hospital Asil de Granollers.
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« Digital Health Sector: 3 ) \ @5@0Q v
— more dependent on digital information every day ' ]

« Cyber Criminals ‘
— obtain very lucrative benefits from stolen data

 Breach of Integrity
— tragic consequences for the patients

« Hospitals
— hosting and being responsible for healthcare datasets

@ * Individuals (Patients)

J| — main data providers
I_I Research Centers

— use an individual’s data, in particular biomedical data, for scientific research purposes.

 Private Businesses and Other Organizations
— industrial research enterprises & commercial enterprises
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H2020 projects at FPHAG

ICTs In healthcare
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H2020 i Secure Hospitals -
ising awareness on cybersecurity in
CUREX Hospitals across Europe and boosting
“Secure and private health data exchange” training initiatives driven by an online
(2019-2021) information hub”

\ / \_ (2019-2020) )

Grant Agreement ID: 826404 Grant Agreement ID: 826497

Topic: SU-TDS-02-2018 Topic: SU-TDS-03-2018

Call: H2020-SC1-FA-DTS-2018-1 Call: H2020-SC1-FA-DTS-2018-1

Funding Scheme: RIA - Research and Innovation action Funding Scheme: CSA — Coordination and Support Action
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Gp cecranoter CUREX consortium Ceurex

* 16 partners from 9 EU countries
— 2 Large industries
— 6 SMEs
— 6 Research Institutes and Universities

— 2 End-users/representatives of healthcare
Industries

WWWw.curex-project.eu
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0 a = Protect the Securit¥1& Confidentiality
(Privacy) of ‘health data

= Cyber Hygiene & Policy Making Strategies

A
O, = Maintain data Integrity

= Ensure secure & private data transfer

= General Data Protection Regulation
(GDPR) Compliant

»- Flexible and Scalable Platform
b = Situational Awareness-Oriented Platform

° = Optimal Safeguards Strategies

= Decentralized Blockchain Infrastructure
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Use Case 1 Use Case 2 Use Case 3

Data Data Data
exchange excrilr?nge exchange
for remote for
cross-border / healthcare \ healthcare
patient services research
mobility (2a) (2b)
Risk Assessment Risk Assessment

for an loT for a Point of Care
Healthcare Platform System

- H2020 - Grant Agreement no. 826404



@

Hospital General de Granollers
iospital Universitar

[ ]
Fundacid Privada Hospital Asil de Granollers. I I I e S O I l | tl O n
| I B ]

cybersecurity and privacy risks
secure and authorised sensitive health data exchange

Secure-by-design business network based on blockchain tech and
software

CUREX will deliver a secure- and privacy-by-design platform

GDPR-compliant tools and applications
Privacy awareness
Accountability and auditability functionalities

Empower data owners (i.e. patients) with the means to control how
and when their data is used (e.g. consent management)

Increase trust among hospitals and care centres :
Blockchain

Machine learning
Big data analytics technologies

Proof of concept use cases
User driven approach

To promote human-centric cyber hygiene through cybersecurity and
privacy awareness and training activities

Empower: (a) patients to take necessary control of their data
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Issues to be considered

General Procedures for data processing.

Procedures for data processing have been established. Dedicated Data management Plan.

Ethics Advisory Committee (EAC) required.

Piloting sites clearances for medical partners.

Legal and ethics compliance analysis.

Dedicated deliverable to ethics, legal and societat aspects.

Informed Consent Principles followed

Assurance that CUREX is GDPR compliant

o New compliance measures adopted
FAIR principles

Findable, Accessible, Interoperable, and Reusable
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PARTICIPANTS - CUREX team + COWORKERS + OTHERS
DATA - SIMULATED
NO INCIDENTAL FINDINGS ENVISAGED

NO SECONDARY USE OF DATA

Dedicated deliverable on PARTICIPANT INVOLVEMENT AND USE OF PICF

10



Hospital General de Granollers

Fundacid Privada Hospital Asil de Granollers.

Use Case 1 summary

USE CASE 1
Title Emergency in a foreign country
[Task leader SERMAS

Brief summary

In this scenario an ill traveller from a foreign country visits a clinician, the
patient’s historical record is not available in the local country. In order to
assist the clinician to provide a proper diagnosis of the patient’s illness
she/he must access the CUREX platform and get authorization to retrieve
the patient’s historical health record from his country of origin.

Items

Requirements Phase

\Validation Phase

Place where recruitment takes place (ex. IT department, out patient clinic,
letc)

[The recruitment will be done using HUPHM'’s healthcare IT experts from
the IT department.

IThe recruitment will be done using HUPHM’s healthcare IT experts from the IT
department and Research Healthcare Institute (KI)

Person responsible for recruitment (medical doctor, co-worker, admin staff,
letc)

'The persons responsible for the recruitment were members of HUPHM's IT
department.

IThe persons responsible for the recruitment were members of HUPHM’s Research
department and Research team

Type of participant user.

Research Team and IT experts from the HUPHM’s IT department.

Medical staff and IT experts from the HUPHM’s IT department and Research team

Type of data (real vs simulated, sensitive, etc) being collected and
storage.

None

Simulated

Type of intervention/participation (questionnaries, interviews, focus|

groups) and duration of it.

None

Reviews with Questionnaries and interviews "Hybrid Agile Predictive
Approach":

Questionnaires and interviews/focus groups in D2.1 (M01-MO04)
Questionnaires and interviews in D6.1 (M13-M28)

Questionnaires and interviews in D6.4 (M13-M36)

Image recording/ participant tracking / biometric data/ behavioural data
collection.

NO

NO

Incidental findings

NO

Not expected

PREVIOUSLY COLLECTED DATA USED AND TYPE

Not apply

No previously collected data will be used

11
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Use Case 1 Use Case 2 Use Case 3

Data Data Data
exchange excrilre]mge exchange
for remote for
cross-border / healthcare \ healthcare
patient services research
mobility (2a) (2b)
Risk Assessment Risk Assessment

for an loT for a Point of Care
Healthcare Platform System

- H2020 - Grant Agreement no. 826404
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| Health Professional Application queries the
¥ Blockchain for risk information of Hospital A
o Health Professional Application initiates a Smart
| Contract for the Blockchain that describes the
details of the transaction
¥ Hospital reviews the Smart Contract and accepts
the transaction
ePatient provides consent through the CUREX
ePatient Application
| Transaction is recorded in the blockchain,
validated and Hospital A will initiate the data
exchange with Hospital B

Patient Application

CUREX Use Case 1

Data exchange for
cross-border patient mobility

EU citizens have now the option to choose or
require cross border healthcare services.
Therefore, trust between hospitals and care
centers remains an open challenge.
This becomes more crucial, since the new
GDPR Framework is in force since 2018.

Assessing cybersecurity and privacy risks that
are associated with Data Exchange, and
helping healthcare organizations to mitigate
them becomes a crucial aspect towards trust.

13



I— CUREX Use Case 2a Peue

Fundacid Privada Hospital Asil de Granollers.

The CUREX Asset Discovery Tool (ADT), Vulnerability
Discovery Manager (VMD) and the Threat
Intelligence Engine (TIE) create the necessary asset
models, vulnerability libraries and threats model
which in turn forward to the CUREX CAT

I The CUREX Cybersecurity Assessment Tool
evaluates the platform risks

An 0T Healthcare Platform

Internet-of-Things (loT) technologies provides
means for healthcare services providers to

¢ A e shift to preventive, zero-delay responsive
The CAT forwards the risk analysis to the CUREX .
;o‘OptlmalSafeguardsTool ’ and person al I Zed care

The OST based on decislon support algorithms
" proposes the recommended strategles for
| | mitigating the risks
....... 'o The platform administrations choose to apply the
#AN\. % recommended actions to address the
\', ADT | Vulnerabilities and shrink the attack space
1

° Q.
®,

loT collect and transmit data in combination
with Big Data technologies
Based on sensors, actuators to highly
sophisticated smart computers

oeg

Most IoT are insufficiently protected as
vulnerabilities imposed/left by the
. manufacturer, and the fact that most of them
% | , - e need to transmit data over the public Internet
— \ QuRexplttom _ exposing them threats.

. Risk Reports

-—— - - -

o
‘™
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CUREX Use Case 2b

o The CUREX Asset Discovery Tool (ADT), Vulnerability
= Discovery Manager (VMD) and the Threat
e [ntelligence Engine (TIE) create the necessary asset
models, vulnerability libraries and threats model
which in turn forward to the CUREX CAT and PAT

___________________ é The CUREX Cybersecurity Assessment Tool (CAT)
| % evaluates the vulnerabilities and technical threats
! of the information system, devices and applications

“=' Hospital Personnel

- :
______'o The CUREX Privacy Assessment Tool (PAT)
| % evaluates the privacy aspects regarding the health
A . ) | datainrespect tothe GDPR
P4 Analytics & Reporting Platform ! =8 ” :
| i o The CAT and PAT tools store the risk analysis
! ‘ . I ’ ’ i = reports ta the blockchain (PrB)
E \ . I B e % - 'e The CAT and PAT feed their risks analysis to the
i 4 “ ; | " CUREX Optimal Safequards Tool
I ! - | 1
: : ‘ The CUREX OST proposes the recommended
— i - . | % cybersecurity and privacy safeguards
—— | ] )
- R i i 6 The hospital chooses to implement the
Clinical Reports | E == cybersecurity safequards and promote cyber
oo S AR 7T | Sy ; hygiene activities on cybersecurity and privacy
H i ; ! awareness to the personnel
w2 i L !
§ ] : ! ! 1
“ e s J 1 : i 3
| )
. 2 1 o |
Labtests ‘ ! ; !
management system ; E | O E
! '
! |

.‘9 M B | | B
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Medical Devices TIE { | CUREXPlatform (1) ,

Risk assessment for a POC
system

Healthcare Point of Care systems (POC)
are used to respond on time and prevent
critical situations.

POCs collect, process and visualize
data: large amounts of data, personal
identifiable information (PIl) and sensitive
medical data.

There are multiple cyber threats that

may cause data leakages or breach
incidents.
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CUREX Use Case 3

Haosital gasts Freaith dista descrpdian to ML
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Hessaroh growg post research case o MDD
° ermguiring for oooess (o dote

Thie Mo pata e Hhe RAHRAD plidtoren To resiand [o
enm anguiry. by confinming e owrohiny of dita
The CLAEK Asset Dismwerny Tool and the CLIAREX
T Privacy Assessrreral Tool aasess the ofiks of the
hospital ossocioted with this eschange,

° The CLIREX PAT assesses the risks regarding with
the comypitarce with the GOFA for the research
GFOUE

° Thir CLREX PAT shares the risk onoysis to the CUREX
FPrivmte Blockchain

T hos it queshes B CLREY Privirte Blockofain (o
rietrie e risk aalesls inforrmation, amd deodes Ho
confirm the dote exchange

°”‘|e tronseoton i fraltaed and the ralevonat Smont
Corlroc seols the dofoexchange. The parfies
proceed bo exchampe the health doto
r

CLUREX Platferm

Data exchange for healthcare
research

Huge amounts of health data that is collected
have enabled healthcare organizations to
advance the medical science. These, with the
help of big data analytics, can provide valuable
knowledge to researchers to prevent
diseases.

The MyHealthMyData platform facilitates the
connection between
research groups and healthcare centers
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Moltes gracies
per la vostra
atencio |

innovacio@fphag.org Twitter: @re_cercafphag
diananavarro@fphag.org @DianaNavarroLl

mjofre@fphag.org @hggranollers

17



mailto:innovacio@fphag.org
mailto:dianannavarro@fphag.org
mailto:mjofre@fphag.org

